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ABSTRAK

Marsel (12220017), Perancangan dan Optimasi Keamanan Jaringan Menggunakan
VLAN, Firewall, dan Access Control List (ACL) pada PT. Andalan Niaga Expressindo.

PT. Andalan Niaga Expressindo merupakan perusahaan jasa logistik dan freight
forwarding internasional yang memanfaatkan jaringan komputer untuk mendukung
aktivitas operasional. Jaringan yang berjalan saat ini belum menerapkan segmentasi
Virtual Local Area Network (VLAN) maupun Access Control List (ACL), sehingga
seluruh divisi berada dalam satu broadcast domain dan dapat saling mengakses sumber
daya jaringan tanpa pembatasan hak akses, yang berpotensi meningkatkan risiko akses
tidak sah terhadap data perusahaan. Penelitian ini bertujuan merancang dan
mensimulasikan segmentasi jaringan berbasis VLAN per divisi (HRGA & Accounting,
Dokumen, Sales, dan Customer Service), penerapan Inter-VLAN Routing dengan
metode Router-on-a-Stick, DHCP Server otomatis, Access Control List untuk
membatasi akses antar-VLAN, serta Firewall untuk menyaring lalu lintas data. Metode
penelitian yang digunakan meliputi observasi, wawancara, dan studi pustaka, dengan
tahapan analisa kebutuhan, desain, testing, dan implementasi menggunakan simulasi
Cisco Packet Tracer. Hasil pengujian menunjukkan bahwa keempat VLAN berhasil
dibuat dan aktif, komunikasi antar-VLAN dapat berlangsung melalui router, DHCP
Server berhasil mendistribusikan alamat IP secara otomatis, serta ACL berhasil
membatasi akses VLAN lain menuju VLAN HRGA & Accounting sesuai kebijakan
keamanan yang dirancang. Firewall pada router juga berhasil menyaring lalu lintas
sesuai aturan yang ditentukan. Dengan demikian, rancangan jaringan usulan terbukti
mampu meningkatkan keamanan, efisiensi pengelolaan, dan kemudahan administrasi
jaringan dibandingkan kondisi sebelumnya.

Kata Kunci: VLAN, Access Control List, Firewall, keamanan jaringan, Cisco Packet
Tracer

viii



ABSTRACT

Marsel (12220017), Network Security Design and Optimization Using VLAN,
Firewall, and Access Control List (ACL) on the Network of PT. Andalan Niaga
Expressindo.

PT Andalan Niaga Expressindo is a company engaged in international logistics and
freight forwarding services that relies on a computer network to support its daily
operations. The company's current network has not implemented Virtual Local Area
Network (VLAN) segmentation or an Access Control List (ACL), so all divisions share
a single broadcast domain and can freely access one another's network resources
without any access restriction, increasing the risk of unauthorized access to company
data. This research aims to design and simulate network segmentation based on VLANs
per division (HRGA & Accounting, Document, Sales, and Customer Service), Inter-
VLAN Routing using the Router-on-a-Stick method, an automatic DHCP Server, an
Access Control List to restrict access between VLANs, and a Firewall to filter network
traffic. The research methods used include observation, interviews, and literature
study, with research stages consisting of requirement analysis, design, testing, and
implementation simulated using Cisco Packet Tracer. The test results show that all four
VLANs were successfully created and active, inter-VLAN communication could be
carried out through the router, the DHCP Server successfully distributed IP addresses
automatically, and the ACL successfully restricted access from other VLANs to the
HRGA & Accounting VLAN in accordance with the designed security policy. The
firewall configured on the router also successfully filtered traffic according to the
defined rules. Overall, the proposed network design proved capable of improving
network security, management efficiency, and administrative convenience compared to
the previous network condition.

Keywords: VLAN, Access Control List, Firewall, network security, Cisco Packet Tracer
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