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ABSTRAK

Nama : Agus Rahmat Fadillah

NIM : 14240002

Program Studi : [lmu Komputer

Fakultas : Teknologi Informasi

Jenjang : Strata Dua (S2)

Peminatan : Blockchain & Artificial Intelligence

Judul : Analisis Perbandingan Metode Unsupervised Anomaly Detection
pada Address Ethereum

Perkembangan ekosistem blockchain, khususnya Ethereum, telah menghasilkan data
transaksi yang sangat besar, heterogen, relasional, dan minim label, sehingga deteksi
perilaku abnormal pada jaringan ini menjadi tantangan penting dalam blockchain
analytics. Penelitian ini bertujuan membandingkan kinerja Isolation Forest, Local Outlier
Factor (LOF), dan PCA-based anomaly detection dalam mendeteksi anomali pada address
Ethereum melalui pendekatan unsupervised anomaly detection, serta menguji posisi
relatif metode klasik tersebut terhadap tiga baseline modern yaitu One-Class SVM,
COPOD, dan Autoencoder berbasis Multi-Layer Perceptron. Data diperoleh dari Google
BigQuery Ethereum Public Dataset dan direpresentasikan pada level address melalui
pembentukan edge graph, node-level features, dan fitur topologis graph. Fitur penelitian
dikelompokkan ke dalam tiga representasi, yaitu transactional features, graph features,
dan hybrid features. Tahapan penelitian meliputi pengumpulan data, preprocessing
transaksi, pembentukan fitur, seleksi dan transformasi fitur menggunakan Simplelmputer,
VarianceThreshold, dan RobustScaler, penerapan enam metode deteksi anomali, serta
evaluasi melalui multi-seed stability evaluation dengan 30 random seeds x 5 resampling,
top-k Jaccard stability, ensemble consistency, dan uji statistik formal Friedman dengan
analisis post-hoc Wilcoxon dan koreksi Bonferroni. Hasil eksperimen pada 3.000.000
transaksi yang menghasilkan 1.000.120 address menunjukkan bahwa ensemble
consistency dengan ambang minimal tiga dari enam model (V(x) >= 3) mengidentifikasi
16.551 address (1,65%) anomali pada feature set transactional, 11.049 address (1,10%)
pada graph, dan 11.037 address (1,10%) pada hybrid. Pengujian stabilitas top-k Jaccard
menggunakan 30 random seeds pada feature set hybrid menghasilkan urutan COPOD
(0,9996 +/- 0,0001), Isolation Forest (0,9045 +/- 0,0066), Autoencoder MLP (0,8920 +/-
0,1285), PCA Reconstruction (0,7180 +/- 0,0579), LOF (0,5210 +/- 0,0230), dan One-
Class SVM (0,4179 +/- 0,1148). Uji Friedman pada feature set hybrid menghasilkan y*(5)
iX
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= 140,2476 dengan p < 0,001 (Kendall's W = 0,935), menegaskan bahwa terdapat
perbedaan kinerja antar-model secara statistik formal; hasil signifikan serupa juga
diperoleh pada transactional (¥*(5) = 119,7905, p < 0,001, W = 0,799) dan graph (}*(5) =
130,4952, p < 0,001, W = 0,870). Fitur pembeda utama meliputi activity span_ hours,
out mean gas price, out tx count, activity density, dan k core, yang menggambarkan
kombinasi dimensi temporal, ekonomi, volume, dan struktural graph. Penelitian ini
menyimpulkan bahwa pendekatan graph-based pada level address efektif untuk
mendeteksi perilaku yang sangat tidak biasa pada Ethereum, di mana Isolation Forest
tampil sebagai metode klasik yang paling konsisten lintas inisialisasi acak dengan standar
deviasi terendah, sementara COPOD muncul sebagai temuan baru yang paling stabil
secara absolut sehingga membuka arah eksplorasi metodologis lebih lanjut untuk
penelitian selanjutnya. Kata kunci: Ethereum, blockchain, anomaly detection, Isolation
Forest, Local Outlier Factor, PCA Reconstruction, COPOD, unsupervised learning,
Friedman test, multi-seed evaluation
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ABSTRACT

Name : Agus Rahmat Fadillah

NIM : 14240002

Study of Program : Computer Science

Faculty : Information Technology

Levels : Master Degree (S2)

Concentration : Blockchain & Artificial Intelligence

Title : Comparative Analysis of Unsupervised Anomaly Detection

Methods for Address Ethereum

The rapid growth of the blockchain ecosystem, particularly Ethereum, has produced
transaction data that are large-scale, heterogeneous, relational, and largely unlabeled,
making abnormal behavior detection a significant challenge in blockchain analytics. This
study aims to compare the performance of Isolation Forest, Local Outlier Factor (LOF),
and PCA-based anomaly detection for detecting anomalies at the Ethereum address level
through an unsupervised anomaly detection framework, and to evaluate the relative
position of these classical methods against three modern baselines: One-Class SVM,
COPOD, and an MLP-based Autoencoder. Transaction data were obtained from the
Google BigQuery Ethereum Public Dataset and represented at the address level through
edge graph construction, node-level features, and graph topological features. The feature
space was organized into three representations: transactional, graph, and hybrid features.
The experimental pipeline included data collection, transaction preprocessing, graph-
based feature construction, feature selection and transformation using Simplelmputer,
VarianceThreshold, and RobustScaler, six-model implementation, and evaluation through
multi-seed stability evaluation with 30 random seeds * 5 resamples, top-k Jaccard
stability, ensemble consistency, and formal statistical testing using the Friedman test with
Wilcoxon post-hoc analysis and Bonferroni correction. Experimental results on 3,000,000
transactions yielding 1,000,120 unique addresses show that ensemble consistency with a
threshold of at least three out of six models (V(x) >= 3) identified 16,551 anomalous
addresses (1.65%) on transactional features, 11,049 (1.10%) on graph features, and
11,037 (1.10%) on hybrid features. The 30-seed top-k Jaccard stability ranking on the
hybrid feature set was COPOD (0.9996 +/- 0.0001), Isolation Forest (0.9045 +/- 0.0066),
Autoencoder MLP (0.8920 +/- 0.1285), PCA Reconstruction (0.7180 +/- 0.0579), LOF
(0.5210 +/- 0.0230), and One-Class SVM (0.4179 +/- 0.1148). The Friedman test yielded
x(5) = 140.2476 with p < 0.001 (Kendall's W = 0.935) on hybrid features, with equally
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significant results on transactional (y*(5) = 119.7905, p < 0.001) and graph (x*(5) =
130.4952, p < 0.001) features, confirming statistically significant differences between
models. The most discriminative features were activity span_hours, out_mean_gas price,
out tx_count, activity density, and k core, spanning temporal, economic, volume, and
structural graph dimensions. This study concludes that a graph-based approach at the
address level is effective for detecting highly unusual behavior on Ethereum, with Isolation
Forest emerging as the most consistent classical method across random initializations
with the lowest standard deviation, while COPOD appears as a notable new finding with
the highest absolute stability that opens further methodological exploration for future
work. Keywords : Ethereum, blockchain, anomaly detection, Isolation Forest, Local
Outlier Factor, PCA Reconstruction, COPOD, unsupervised learning, Friedman test,
multi-seed evaluation.
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