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ABSTRAK

Monas Tarigan (12240183), “Analisis Kerentanan Keamanan Payroll PT. Vidira Eshan
Abadi dengan Pendekatan PTES dan Framework OWASP Top 10 ”,

Aplikasi Payroll di PT. Vidira Eshan Abadi menyimpan data sensitif karyawan sehingga aspek
keamanan menjadi proritas utama untuk mencehag kebocoran data dan serangan siber dari luar.
Penelitian ini melakukan pengujian keamanan aplikasi menggunakan metodelogi dengan
pendekatan Penetration Testing Execution Standard (PTES) dan framework OWASP Top
10 untuk mengenditifikasi dan menganalisis potensi kerentanan. Pengujian dilakukan
secara sistematis melalui tahapan pre-engagement interactions, intelligence gathering,
vulnerability analysis, exploitation dan reporting dengan bantuan tools seperti Burp Suite,
Sqlmap dan Nuclei. Hasil pengujian menemukan beberapa kerentanan kritis termasuk Cross-
Site Scripting (XSS), Broken Authentication maupun Security Misconfiguration dan
kelemahan lainya yang berpotensi dimanfaatkan oleh penyerang. Untuk mengatasi ancaman
dan resiko ini penelitian merekomendasikan validasi input yang lebih ketat, konfigurasi ulang
security header, pembatasan akses pada endpoint sensitif agar penerapan autentikasi lebih aman
guna meningkatkan ketahanan keamanan aplikasi dan acanaman sistem terhadap serangan

siber dari luar.

Kata kunci: Keamanan Aplikasi, Penetration Testing, OWASP Top 10, PTES, Payroll,

Kerentanan Keamanan.



ABSTRACT

Monas Tarigan (12240183), "Payroll Security Vulnerability Analysis at PT. Vidira Eshan Abadi
Using the PTES Approach and the OWASP Top 10 Framework,"

The payroll application at PT. Vidira Eshan Abadi stores sensitive employee data, making
security a top priority to prevent data leaks and external cyberattacks. This study conducted
application security testing using the Penetration Testing Execution Standard (PTES)
methodology and the OWASP Top 10 framework to identify and analyze potential
vulnerabilities. The testing was conducted systematically through pre-engagement interactions,
intelligence gathering, vulnerability analysis, exploitation, and reporting using tools such as
Burp Suite, SQLmap, and Nuclei. The test results identified several critical vulnerabilities,
including Cross-Site Scripting (XSS), Broken Authentication and Security Misconfiguration,
among other weaknesses that could potentially be exploited by attackers. To address these
threats and risks, the study recommends stricter input validation, reconfiguring security
headers, and restricting access to sensitive endpoints to implement more secure authentication,

improving application security and system vulnerabilities against external cyberattacks.

Keywords : Application Security, Penetration Testing, OWASP Top 10, PTES, Payroll,

Security Vulnerabilities.
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