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ABSTRAK 

 

Bayu Eko Prasetyo (12240143), Optimasi Bandwidth dan Keamanan Jaringan 

Nirkabel Cloud Gateway Menggunakan QoS dan Firewall 

 

Tugas Akhir ini mengkaji penerapan sistem manajemen jaringan nirkabel berbasis 

cloud gateway dengan memanfaatkan perangkat Unifi sebagai solusi pengelolaan 

bandwidth dan peningkatan kualitas layanan jaringan. Implementasi difokuskan pada 

pengaturan Quality of Service (QoS) untuk memprioritaskan aplikasi penting seperti 

aplikasi video conference, serta pemisahan SSID berdasarkan kategori pengguna guna 

mengontrol alokasi bandwidth. Hasil pengujian menunjukkan bahwa QoS mampu 

mengoptimalkan performa aplikasi prioritas di tengah trafik jaringan yang padat. 

Selain itu, fitur fast roaming diaktifkan untuk mendukung mobilitas klien tanpa 

mengganggu stabilitas koneksi saat berpindah antar Access Point. Proses monitoring 

dilakukan secara real time melalui dashboard yang menampilkan data penggunaan 

jaringan secara detail, sehingga memudahkan evaluasi dan pengambilan keputusan 

oleh administrator. Sistem ini terbukti efektif dalam meningkatkan efisiensi jaringan 

dan memberikan pengalaman koneksi yang stabil bagi pengguna di lingkungan kerja 

dinamis. 

 

Kata Kunci: QoS, Cloud Gateway, Access Point 
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ABSTRACT 

 

Bayu Eko Prasetyo (12240143), Bandwidth Optimization and Wireless Network 

Security of Cloud Gateway Using QoS and Firewall 

 

This final project examines the implementation of a wireless network management 

system based on a cloud gateway by utilizing UniFi devices as a solution for bandwidth 

management and improving network service quality. The implementation focuses on 

configuring Quality of Service (QoS) to prioritize critical applications such as video 

conferencing, as well as separating SSIDs based on user categories to control 

bandwidth allocation. Testing results show that QoS effectively optimizes the 

performance of priority applications under high network traffic conditions. 

Additionally, the fast roaming feature is activated to support client mobility without 

disrupting connection stability when transitioning between Access Points. Real-time 

monitoring is conducted via a dashboard that provides detailed network usage data, 

facilitating evaluation and decision-making by network administrators. This system 

has proven effective in enhancing network efficiency and delivering a stable 

connection experience for users in dynamic work environments. 

 

Key Word: QoS, Cloud Gateway, Access Point 
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