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ABSTRAK 

Wahyu Hudaya (11240197), Audit Teknologi Informasi Menggunakan ITIL Versi 

4 (Studi Kasus: PLN UID Jakarta) 

Perkembangan teknologi informasi menuntut jaringan internet dan intranet yang aman, 

stabil, dan andal untuk mendukung operasional PT PLN (Persero) UID Jakarta. 

Penelitian studi kasus ini menganalisis efektivitas FortiGate Firewall serta keselarasan 

pengelolaannya dengan ITIL V4. Audit difokuskan pada domain Service Management 

Practices dengan delapan subdomain: Information Security Management, Incident 

Management, Problem Management, Monitoring & Event Management, Change 

Control, Service Continuity Management, Service Request Management, dan Service 

Desk. Metode penelitian menggunakan observasi, wawancara, dokumentasi, dan 

kuesioner Likert kepada enam responden. Tingkat kematangan diukur dengan ITIL V4 

Maturity Model. Hasil menunjukkan kekuatan pada aspek teknis, yaitu Information 

Security Management dan Monitoring & Event Management berada pada Level 4, 

sedangkan Service Desk pada Level 3. Kesenjangan terbesar terdapat pada lima praktik 

yang masih di Level 2, menunjukkan kelemahan pada aspek pengelolaan dan 

kurangnya SOP. Rekomendasi mencakup implementasi sistem ticketing terpusat, 

penguatan Change Control, peningkatan Service Continuity melalui pencadangan 

konfigurasi dan uji pemulihan bencana, serta penerapan SOP Problem Management 

dan standarisasi Service Request Management. Penelitian ini berkontribusi dalam 

penguatan keamanan jaringan berbasis FortiGate yang terintegrasi dengan tata kelola 

TI ITIL V4, serta menawarkan strategi perbaikan bertahap menuju tingkat kematangan 

yang lebih tinggi. 

 

Kata kunci: Fortigate Firewall, keamanan jaringan, ITIL V4, sistem informasi, PLN  
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ABSTRACT 

Wahyu Hudaya (11240197), Information Technology Audit Using ITIL Version 4 

(Case Study: PLN UID Jakarta) 

The rapid development of information technology requires secure, stable, and reliable 

internet and intranet networks to support the operations of PT PLN (Persero) UID 

Jakarta. This case study analyzes the effectiveness of the FortiGate Firewall and its 

alignment with ITIL V4 governance. The audit focuses on the Service Management 

Practices domain with eight relevant subdomains: Information Security Management, 

Incident Management, Problem Management, Monitoring & Event Management, 

Change Control, Service Continuity Management, Service Request Management, and 

Service Desk. The research method applies a mixed approach through observation, 

interviews, documentation, and a Likert-scale questionnaire administered to six 

respondents. The maturity level was assessed using the ITIL V4 Maturity Model. The 

findings indicate strengths in the technical aspects, with Information Security 

Management and Monitoring & Event Management achieving Level 4, and Service 

Desk at Level 3. However, five practices remain at Level 2, highlighting weaknesses in 

management processes and the absence of formal SOPs. Recommendations include 

implementing a centralized ticketing system, strengthening Change Control, 

enhancing Service Continuity with scheduled configuration backups and disaster 

recovery tests, applying SOPs for Problem Management, and standardizing Service 

Request Management. This study contributes to strengthening network security based 

on the FortiGate Firewall integrated with ITIL V4 service governance, offering step-

by-step improvements toward higher maturity levels. 

 

Keywords: Fortigate Firewall, network security, ITIL V4, information systems, PLN  
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