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Abstract

Gytech Indosantara Mandiri Ltd. in the last few years experienced many Cybercrime attacks on
the Web Server which caused many moral and material losses. Therefore, it is necessary to
consider ways to fight and prevent attacks on the webserver. One way to fight and prevent
attacks is to use the Attack Signatures method by using ModSecurity and fail2ban as a Web
Application Firewall (WAF). ModSecurity is used to detect and prevent the occurrence of Cyber
Crime in the Http and https services. Whereas Fail2ban is used to prevent Bruteforce attacks on
ssh, FTP and telnet services. Modesecurity, which acts as a Web Application Firewall (WAF)
will send logs to Fail2ban when exploits occur on the Web Server. Meanwhile, Fail2ban will
block the Attacker's IP address so that both can be used as a Web Application Firewall or can
be used as layer 7 network security.

Keywords: Fail2ban, ModSecurity, Web Aplication Firewall (WAF)

1. Introduction

Gytech Indosantara Mandiri Ltd. is a Mecanical Engineering company. Currently the
web server used is based on cloude service on AWS, Alibaba and Digital Ocean, but the web
server is known to have not implemented security for the web service, so when an attack or
exploitation occurs, it will cause fatal problems. Data loss and user trust are some of the
negative impatcs. Therefore, the security of web services used by websites or mobile apps is
something that must be considered on an ongoing basis. ModSecurity and Fail2ban are
technologies that will be used in dealing with existing problems in the company, where a Web
Application Firewall will be built that is able to prevent the possibility of exploitation on the web
server or the existence of new information security holes in the web service.

Hacking is an intrusion activity into a computer system or network with the aim to abuse
or damage the existing system (Amarudin dan Ulum, 2018). Therefore, the current study
proposed and implementing network security supported by Web Application Firewall (WAF) with
the Attack Signatures Method to detect and prevent exploitation of the web server PT. Gytech
Indosantara Mandiri by creating a Core Rules Set or known as SecRules in ModSecurity to filter
every request.

2. Research Methods

The research collected data using four stages: 1). Requirements Analysis for
conducting an analysis of web attacks that have occurred on the website of Gytech Indosantara
Mandiri Ltd. that has been running, then determine using the WAF with the appropriate Attack
Signatures method and then collect data on how to create a network using ModSecurity and
Fail2ban as WAF. 2). Design phase in which the authors propose to build ModSecurity and
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Fail2ban on public cloude loadbalancer of Gytech Indosarana Mandiri Ltd. and make private
cloud on each production server so that the production server can only be accessed by the
devops team or using VPN and the user always requests for the loadbalancer first so that this
implementation is more optimal and does not waste resources. 3). Testing stage. This proposed
concept should have no obstacles because the application is the same as building a
loadbalancer that has been previously applied to several Gytech Indosantara Mandiri Ltd.
servers, if using WAF is only installed on Loadbalancer. After the topology design stage, the
testing phase is carried out to determine the implementation system is running in accordance
with the objectives that have been analyzed. The results of the topology implementation will be
simulated with Virtual box 6.0. 4). Implementation, to assist in identifying Network Security
problems by using the Modsecurity and fail2ban Attack Signatures method at Gytech
Indosantara Mandiri Ltd., as well as to manage network security. Figure 1 shows the framework
of the research method.
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Figure 1. Research Method Framework

2.1 Literature Study

Web server is software that provides data services with a main function to receive
Hypertext Transfer Protocol (HTTP) requests from users (known as web browsers) and send
the results back in the form of web pages that generally display text, images, animations and
videos (Rheno Widianto dan Abdullah Azzam, 2018).

According to (Laitupa, Ismail, dan Rizal, 2015), Web Application Firewall (WAF) is a
method for securing web applications, which attempts to prevent threats from attackers. The
concept of WAF is very similar to the traditional firewall works. WAF works based on a set of
configurable rules called the Core Rules Set (CRS). This CRS selectively allows or rejects
HTTP Requests. CRS is also capable of detecting common attacks such as SQL injection, XSS
RFI, LFI can even recognize these requests as hacking methods. WAF workflow diagram
shown in Figure 1.
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Figure 2. WAF workflow diagram
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WAF system start from dari client HTTP request. After client request, WAF filters the
request. Rules from local storage will analyze automatically. If the request cannot be identified
by WAF as a hack attack, the request will be processed by webserver, but if the request is
identified as a hack attack the webserver will block and deny the access.

Fail2ban function is to monitor the number of SSH login failures on the server, which
then the IP will be blocked. Fail2ban can also be used to prevent bruteforce attacks on http, ftp
and telnet servers (Kurniawan, Mulyanto, and Nandiasa 2016; Anugrah and Rahmanto 2018).

Web Application Firewall (WAF) widely uses Modsecurity as a solution for securing a
web server. Modsecurity which is an open source application which is an additional module to
apache which currently can also be used on nginx (Suartana, Endah Wahanani, dan Noor
Sandy, 2015)

Attack signatures are rules or patterns that identify as an attack or class of attacks on a
web application and its components. Security policies compare attack signature patterns with
the contents of requests and responses that look for potential attacks. Some Signatures are
designed to protect operating systems, web servers, databases, frameworks or certain
applications.

3. Result and Discussion

Gytech Indosantara Mandiri Ltd. needs network security. a company engaged in
Mecanical Engineering, is in dire need of computer network security to secure existing data or
systems such as websites, things that can cause exploitation must be minimized to a minimum
and the length of server downtime due to attackers must also be minimized. In Web Application
Firewall, one of which can be used to minimize server or application exploitation is Modsecurity
combined with Fail2ban. Thus, in the proposed network security at the branch office of Gytech
Indosantara Mandiri Ltd. Based on the above understanding the authors propose to add
Modsecurity and fail2ban in order to detect and prevent exploitation on the server and use the
Attack Signatures method related to the journal themes that the authors take including: 1). Add
or install Web Application Firewall on loadbalancer, and 2). Combining Modsecurity and
Fail2ban in order to block every suspected request is a pattern of attack or hacking methods
I. Initial Network Schema
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Figure 3. Initial Network Scheme at Gytech Indosantara Mandiri Ltd.

Figure 3 explains the network scheme used by Gytech Indosantara Mandiri Ltd. before
using Web Application Security (WAF). A valid user/Client and Attacker has the same
permissions because on a web server, Public IP that can be accessed via the internet is used,
this makes it easy for Attacker to exploit the Gytech Indosantara Mandiri Ltd. system or web
server.
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Il. Proposed Network Schema
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Figure 4. Proposed Network Schema at Gytech Indosantara Mandiri Ltd.

Several applications on Gytech Indosantara Mandiri Ltd. were: Loadbalancer and Web
Application Firewall to check each http request to allow or reject if the request is a hacking
method and if the request is valid it will be forwarded to the web server.

I1l. Application Design

The proposed application design was a network security system using a Web Application
Firewall. Modsecurity combined with fail2ban can automatically block any attempts that are
considered dangerous. Modsecurity uses the Attack signatures method so that it can compare
any valid requests or an attack pattern, modsecurity is an open source Web Application Firewall
that is built using Regulation Expression (Regex) so that the rules of modsec are easy to use
and implement. Web Application Firewall is installed on the loadbalancer so that automatically
every request that passes through the loadbalancer will pass through the WAF so that the
request can be filtered before the request is received by the web server.

IV. System Testing Stages
Testing must be performed to test the security of WAF on a web server. Test scenarios
were shown in Table 1 and Figure 4.

Table 1. List of Testing Scenarios

No. Scenario Scenario Description

Hacking simulation using SQL Injection
technique

Hacking simulation wusing Cross-site
Scripting (XSS) technique

Hacking simulation using the Local File
Inclusion (LFI) technique

Hacking simulation using Remote File
Inclusion (RFI) technique

Hacking attack simulation using the
Remote Command Execution (RCE)
technique

Improved rules from analyst results

The SQL Injection attack test is carried out with
SQLMap software and browser, the response time
will also be taken into account in this analysis

Trial of XSS attacks is done with browser software,
response time will also be taken into account in this
analysis

Trial Local File Inclusion (LFI) attacks using browser
software, response time will also be calculated in this
analysis

Trial Remote File Inclusion (RFI) attacks using
browser software, response time will also be
calculated in this analysis

Trial Remote Command Execution (RCE) attacks
using browser software, response time will also be
calculated in this analysis

Improvement of WAF rules is done by adding rules
manually to the configuration of WAF rules, response
time will also be taken into account in this analysis
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Figure 5. Flow of Test Scenarios

Figure 5 shows the flow of the test scenario on the WAF that starts from the
attack scenario of Part |. After the attack, the data of attack scenario for Part | will be
analyzed and the rules of the results of the attack scenario part | will be refined. Attack
part Il will be carried out after attacking part I. Finally, the scenario Il attack data will be
analyzed again. If the attack can be overcome, WAF will generate a test data report.

1. SQL Injection Attack Test

Source: Research Results (2019)
Figure 6. Testing SQL Injection Using SQLmap
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Figure 7. Testing SQL Injection Using SQLMap
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Figure 8. IP Address Attacker is blocked by Fail2ban
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Figure 9. Testing SQL Injection Using a Browser

Figure 6 and 7 show SQL Injection attack testing using SQLMap tools after the
implementation of Web Application Firewall (WAF). The attack was blocked by showing an error
response to the SQLmap tool and shown with banned IP and 403 Forbidden status shown in
Figure 8 and 9

54 Jurnal Piksel 8(1): 49 - 58 (Maret 2020)



Securing Web Application by Embedded Firewall at Gytech Indosantara Mandiri Ltd.

2. Cross-site Scripting (XSS) Test
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Figure 10. Testing XSS Using a Browser

Figure 10 shows the http error code with 403 forbidden, XSS payload requests such as
"<script> alert (123) <script>" which triggers alert 123. It means that the payload for stealing
cookies such as "(document cookie)" cannot be done or has been done recognized by WAF
because it is a hacking method.

3. Local File Inclusion (LFI) Trial Attacks
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Figure 11. Testing LFI Using a Browser

Figure 11 shows the http error code with 403 forbidden, LFI payload requests such as
".1.1.1.1.1. letc/passwd" which calls the passwd file on the server. The page parameters are
recognized by WAF because it is a hacking method.

4. Remote Command Execution (RCE) Test
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Figure 12. Remote Command Execution (RCE) Test
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Figure 13. Testing RCE Using a Browser

Figure 12 shows the RCE attack or command injection on the ip address parameter
was successfully carried out. The first test phase WAF did not recognized the various types
of Injection command or RCE payload so that it can bypass the WAF. In Figure 13, after the
Core rules Set (CRS) was performed, update and re-testing the results of the two results
giving a 403 forbidden error response. This proves that the WAF has succeeded in
recognizing hacking methods with various methods if a SystemAdmin or Security
Operational recognizes various types of hacking method requests was implemented.
Therefore, administrators would be able easily to add rules.

5. Remote File Inclusion (RFI) Attack Test
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Figure 14. Testing RFI Using a Browser

Figure 14 shows the http error code with 403 forbidden. The request payload by
using the redirect function on the accounting parameter has been recognized by the WAF
since it is a kind of hacking method.

6. Test Result

Based on the following tables (table 2, table 3 and table 4), the first and second
scenarios in numbers 1 to 4 were successfully overcome by giving an error code 403 with
Severity High, but in number 5, it cannot recognize the Remote Code Execution attack in the
first scenario after updating the rules later the second scenario was successfully tested by
recognizing error code 403. Respone time in table 3 and table 4 is shown by the average time in
the first and second scenarios is stable and does not cause server side downtime.

Table 2. Testing Results of First and Second Scenarios.

No Scenario Severity Severity Response Response
’ Scenario 1 Scenario 2 Scenario 1 Scenario 2
L . . 403 403
L SQL Injection High High Forbidden Forbidden
Cross-site . . 403 403
2 Scripting High High Forbidden Forbidden
Local File . . 403 403
3 Inclusion High High Forbidden Forbidden
Remote File . . 403 403
4 Inclusion High High Forbidden Forbidden
Remote 403
5 Command Unknown High 200 Ok -
i Forbidden
Execution

Source: Research Results (2019)
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Table 3. First and Second Scenario Response Time

Assault technique Scenario | Scenario |l Average
SQL Injection 146ms 166ms 156ms
Cross-site Scripting 77ms 31lms 54ms
Local File Inclusion 26ms 27ms 26.5ms
Remote File Inclusion 33ms 35ms 34ms
Remote Code Execution 26ms 27ms 26.5ms

Source: Research Results (2019)

Table 4. Report Data and Test Response Times in the First and Second Test

Severit Severit Response Ve
No. Scenario ity ity por Response
Scenario 1 Scenario 2 Scenario 2 .
Miliseconds
1 SQL Injection High High 403 Forbidden 156ms
Cross-site . . .
Scripting High High 403 Forbidden 54ms
3 Local File High High 403 Forbidden 26.5ms
Inclusion 9 9 )
4  RemoteFile High High 403 Forbidden 34ms
Inclusion
Remote
5 Command Unknown High 403 Forbidden 26.5ms
Execution

Source: Research Results (2019)

7. Data Analysis
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Figure 15. Graph of Response Time (Scenarios | and II)
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Figure 16. Response Time Graph When WAF Conducts Hacking Attack

4. Conclusion

Based on testing results and measurement analysis in previous section, it can be
concluded as follows: 1). Web server with WAF can prevent and detect exploitation, 2). The use
of Modsecurity and Fail2ban with open source services, enables customization and can add
rules so that they can be easily adapted to the needs of the company, 3). The use of
Modsecurity and Fail2ban with open source services is not paid or free, so that it can ease the
financial burden on the company.
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